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Introduction 

New technologies have become quintessential to the operation of most 

organizations and governments. This has caused many to worry about 

cybersecurity, leading to a steep increase in investments in data and 

information security. However, organizations often overlook one of the 

biggest risks in information security: the user. This makes cybersecurity a 

human issue rather than a technological one.1 For organizations, employees 

are considered the weakest link in cybersecurity.1 That being said, they can 

also be the best defence against cyber threats.  

At the end of 2019, the Canadian workforce was made up of some 19 million 

people. Of this number, 47% were women and 53% were men; 13% were in the 

15–24 age range, 65% were between 25 and 54, and 22% were 55 or older.2 

Socio-demographics are a crucial element to consider when developing 

cybersecurity awareness campaigns because they can be used to find ways 

to help users understand their role in information security. Age and gender are 

the main characteristics that define which group individuals belong to, and 

are most likely to influence people’s perceptions, attitudes, and performance.3 

Most research focuses on age and gender, but other characteristics that may 

have an impact in cybersecurity prevention include education, income and 

job level. 
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Age 

Technology has become a mainstay of today’s 

workplace, and organizations need employees who 

know how to use it. At the very least, employees 

need to be able to use a computer. Age is a 

common characteristic studied in research on new 

technology.  

Age is an essential demographic factor in studies on 

employees’ behaviour regarding new technologies. 

Older employees have had fewer opportunities to 

develop their technology skills than their younger 

counterparts, who may have had more time to 

practice at school, for example. Physiological and 

psychological changes can also put older people at 

a disadvantage. For example, older people are 

more likely to wear bifocals, making it difficult to 

use a screen and keyboard simultaneously.4  

 

 

 

Research on age and cybersecurity covers a variety 

of topics. Regarding online victimization, some 

studies show that those most likely to fall victim to 

cyber threats are users over the age of 50, followed 

by users under 21.5 In terms of identity theft, one 

study6 revealed that there are no discernable 

differences between age groups, while another7 

showed that younger people are more likely to be 

targeted. And phishing scams are most likely to 

fool 18- to 25-year-olds.8 

Young people are found to be the most likely to 

share their passwords, because they don’t typically 

access personal information online, such as bank, 

hydro and internet accounts.9, 10 

Some studies on employee behaviour have found 

that cybersecurity awareness campaigns are more 

compelling to older adults.11 Furthermore, the older 

the individual, the more aware they were of 

cybersecurity. This is probably due to older people 

being more aware of the risks and of their 

limitations in protecting themselves online.12 

Younger employees take more risks online13 while 

older ones follow security policies more closely.14 

Younger people, being more comfortable using 

technology, may have a tendency to lower their 

guard or overestimate their ability to identify and 

avoid cyberthreats. 

Gender 

Gender is probably one of the characteristics that 

affects people’s perception, attitudes and 

performance the most.15 That said, other factors, 

like social status and ethnicity, may mitigate the 

effect.16 

Regarding online victimization, men are more likely 

to be victims of identity theft,7 while women tend to 

be targets of cyberstalking.17 A study on phishing 

found that women are more vulnerable to phishing 

scams because they’re more likely to click on 

suspicious links;8 another study on phishing 

suggests that there are no differences between 

men and women.18  
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Findings on online victimization differ from study to 

study. Some found that there is no correlation,19 

while others found differences between men and 

women, the latter being more vulnerable to 

phishing8. A study on the effects of gender in a 

population found a negative correlation20 among 

women, meaning the greater the population of 

women, the less likely they are to become victims. 

As we see it, the results on gender susceptibility in 

cybersecurity are inconclusive and contradictory.  

Regarding online risk perception, women are found 

to be more risk averse than men.21 Women and men 

may perceive different risks or perceive the same 

risks differently.16 

Men claim to have safer online behaviours than 

women, but that may just be a result of men’s 

tendency to overestimate their abilities. In reality, 

men take security policies less seriously because 

they feel they are better able to protect 

themselves,22, 23 which can constitute a significant 

risk on its own. Alternatively, women follow security 

recommendations more closely25 as they are more 

concerned about their online privacy24 and perceive 

the risks to be greater.  

Results of a study on information security 

awareness suggested women were slightly more 

knowledgeable about security measures than 

men.11 However, women choose less secure 

passwords and are less likely to update their 

software.9 But again, other studies found no 

differences between genders in online security 

practices26 and compliance with security policies.27  

These discrepancies may be the result of the 

different methodologies used in each study. For 

example, in the study on software updating 

behaviours and password selection, the data was 

self-reported, meaning respondents answered a 

survey where they evaluated their own online 

habits and capabilities.9, 26 On the other hand, the 

study on policy compliance was based on 

hypothetical situations. Respondents were 

presented with a series of security policy violation  

 

 

 

 

scenarios and were asked to assess how they 

would react.27 

Other factors 

Other socio-demographics have been studied, 

including education and job level. 

According to a self-reported survey, an employee’s 

education level has no effect on their behaviours in 

information security.13  

However, the level of cybersecurity awareness 

correlates with a person’s job level. Top executives 

performed basic security actions and 

demonstrated a moderate level of cybersecurity 

awareness. The lower an employee’s job level, the 

lower their awareness level, with employees at the 

very bottom of the ladder neglecting to take even 

basic security actions. The study concludes that 

communication problems between executives and 

employees exist because executives ignore the 

human factor in information security,28 overlooking 

the fact that employees need to implement the 

security measures the company puts in place. 

Conclusion and recommendations 

Empirical research into socio-demographics are 

inconclusive, having yielded contradictory results.  

Despite this, most studies recommend adapting 

awareness campaigns to users’ characteristics. 

When reviewing awareness campaigns, patterns 

may emerge based on these factors. This is crucial 

to understanding how and why users make the 

decisions they do when it comes to information 

security. Training and initiatives should be tailored 

appropriately to ensure all users comply with 

security policies. Training programs can be 

adapted to highlight the factors that have the most 

impact on different groups.3   

Awareness campaigns should also consider job 

level and user knowledge. An organization has 

many different types of jobs and job levels, each 

with their own tasks and responsibilities. Not all 

users need to handle sensitive information as part 

of their job. In this case, employees don’t need  
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intensive training. Employees should also be 

grouped based on their technical knowledge. 

Those with a solid grasp of technology should have 

in-depth training, and those who are less 

knowledgeable should start with basic training.28 
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