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Introduction 

According to Statistics Canada,1 21% of Canadian businesses reported that 

they had a cyber security incident in 2017. Of those incidents, 23% involved the 

theft or attempted theft of personal or financial data.2 This kind of cybercrime 

can cost companies dearly in terms of money and reputation.3 For example, 

money services businesses reported that their employees fell behind on their 

day-to-day activities (71%), fewer employees were available for day-to-day 

work while they dealt with the incident instead (75%), and they saw a drop in 

revenue (51%).  

Canadian companies now need to figure out how the “human factor” can help 

them prevent cyber threats. In 2018, 34% of data breaches were instigated 

internally, and 33% of those breaches were social engineering attacks 

targeting employees.4 5 6 

That’s why it’s important to address what companies still need to do to 

prevent data breaches, and ask questions like: what are their priorities when 

it comes to the “human factor”—the catalyst behind certain cyber attacks? In 

this briefing note, we review where companies currently stand, lay out the 

main solutions proposed in the literature and suggest what improvements 

could still be made. Lastly, we go over how companies can apply this 

information in a practical way.  
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How companies can prevent data 

breaches 

Even though companies use IT solutions to secure 

their systems, it seems that the leading cause of 

confidential data breaches is human or employee 

behaviour.7 In 2019, phishing was the leading 

cause of data breaches in US companies.6 8 9    

Yet preventing these kinds of incidents is no small 

feat; even when employees know the company 

policies, they rarely follow them, if at all.10 11 12 13 

The two main methods being used to help 

employees change their behaviour and manage 

information more securely are awareness and 

training.14 Awareness tunes people into the risks of 

cyber attacks and increases their sense of 

accountability, but on its own, it's not enough to 

convince them to adopt safer behaviour.7 Training, 

on the other hand, teaches them the skills they 

need to detect and deter incoming threats.55 In fact, 

training is often considered the best preventive 

measure against information security threats 

because it involves people directly.15 16 

Information security training can be individual or 

group-based;17 the two approaches focus on 

distinct but complementary aspects of awareness 

and safe information security behaviour. 

Information security training 

methods  

The collective approach: Collaboration 

groups 

One way to train participants to become more 

aware and change risky behaviour is through 

collaboration groups. These consist of small, short 

workshops delivered to a select group of people 

(like employees in the same role or level in a 

company). An instructor, expert in a specific area, 

generally facilitates the workshops. They 

encourage participants to dialogue with their 

colleagues through group discussions on a given 

topic.18 19 21 

 

 

 

 

 

Among the different methods used to increase 

participant awareness and train people on 

information security, collaboration groups are 

considered one of the most effective. That's 

because they draw inspiration from behavioural 

adaptation theories,20 touching on topics such as 

subjective norms and active participation. 

Getting people involved and motivated: Active 

participation  

Collaboration groups encourage participants to get 

involved through group discussion workshops. 

Getting people involved is an important part of 

getting them to adopt certain behaviours according 

to several theories, including the buy-in theory of 

participation and participation theory. According to 

these theories, the more involved someone gets in 

a given task and the higher their potential impact 

on it, the more important and relevant it becomes 

to them. They'd thus be more inclined to adopt the 

corresponding attitudes and behaviours and 

participate in related activities.3 21 

Because collaboration groups encourage 

participation (through sharing knowledge, 

collaborating, having group discussions, getting 

involved), participants can: 

 Adopt efficient solutions through group 

discussion exercises rooted in Mindspace 

techniques.22 23 24 

 

 Increase their understanding and sense of 

accountability in terms of risk prevention by 

individually reflecting on the issues and 

seeking solutions.30 

 

 Change their attitude and behaviour toward 

information security thanks to how invested 

they have been in the training.7 33  
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Adopting a positive attitude: Interpersonal trust 

Through dialogue and group discussions, 

collaboration groups can encourage employees to 

adopt a positive attitude toward safe behaviour. 

But wanting to respect social norms25 also plays a 

significant role. Several behavioural change 

theories back this up, including:  

 The social bond theory, which explains an 

individual's behaviour through their 

relationships with their peers: The more they 

take part in the activities and behaviours they 

defined together, the less they're likely to break 

from them.3 

 

 The theory of planned behaviour, which draws 

on the notion of subjective/personal norms26 

to explain why individuals choose to adopt 

certain behaviours.27 28 29 

 

 The elaboration likelihood model, which 

addresses how persuasive arguments can 

influence individuals to integrate and accept 

certain information.13 

Exchanging with colleagues, assessing what 

others expect of you and transferring knowledge by 

interacting with others all encourage social bond 

and trust, which is one of the foundations for 

adopting a specific behaviour.30 

In fact, social bond: 

 Lets people gain a better understanding of a 

given topic through active dialogue with peers 

who have a similar level of knowledge.30 31 

 

 Helps them build awareness and knowledge 

through knowledge transfer via dialogue with 

colleagues and the instructor.30 32 

 

 Motivates them to change their behaviour by 

virtue of having participated in the collective 

process of promoting safe information 

security behaviour.30  

In sum, through the concept of positive 
interdependence,32 collaboration groups encourage 
collaborative learning, whereby individuals working 
together on a task lean on each 

 

 

 

 

other to understand, integrate (gain a sense of 

accountability) and motivate one another to 

achieve a given goal.33 34 40 

However, this approach has some limits that we 

should keep in mind if we want to implement it: 

 It's costly in terms of time,18 19 money and 

manpower. It also requires lots of preparation, 

considering that we first have to identify the 

priority needs of each company in terms of 

cybercrime prevention. This part is crucial to 

determining the key points the training would 

need to address. 

  

 It needs to be implemented long-term and 

continually over time if participants are to 

integrate the lessons and change their attitude 

and/or behaviour.  

 

 Its effectiveness is difficult to determine 

because of its qualitative features, which 

require adapted tools for measuring results 

over time.19 35 

The individual approach: Computer-based 

training  

The second learning method is computer-based 

training (CBT), through which users take part in an 

interactive learning process that can be adapted to 

their needs and pace at a low cost.36 

Engagement through gamification  

CBTs are inspired by games and are particularly 

engaging (the social aspect, reaching goals, the 

reward and punishment system, identifying "vital" 
37 behaviour, etc.). "Serious games" 38 can get 

employees involved in the training by immersing 

them in an engaging virtual world.39 40 41 42  

This type of learning stems from motivation 

theories like self-determination theory. The latter is 

based on the notion of intrinsic motivation and 

suggests that our actions are largely determined by 

pleasure and personal satisfaction. It explains why 

games help participants adopt a particular 
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behaviour or a positive attitude toward 

something.43 44 

Increasing our sense of competency through 

simulation exercises  

CBTs rely on cybercrime simulation exercises to 

promote engagement and participation by getting 

participants to interactively take part in realistic 

simulations.  

This lets them assess their abilities while:  

 Improving their knowledge and skills by 

learning to recognize the signs of a 

cybercrime.45 

 

 Understanding the impact of their decisions 

thanks to quick feedback on what they 

learned.46 

 

 Developing an increased sense of self-

efficacy47 having participated in deterring a 

threat in a realistic risk prevention simulation. 

Simulation exercises are based on self-efficacy 

theories such as:  

 Social cognitive theory, which addresses the 

importance of positive experiences in problem 

resolution. Whether someone will adopt a 

given behaviour can be influenced by how they 

perceive the consequences of their past 

actions (if their experience was positive, if they 

encountered difficulties, etc.).48 

 

 Protection motivation theory, which holds that 

people decide how to act based on how 

threatening they perceive something to be. 

They assess their ability to stop the threat 

(self-efficacy) and weigh the costs and 

benefits of the behaviour they'd need to adopt  

to do so.49 50 In short, they need to believe that 

they're able to avert the danger and that they'll 

gain more than they'll lose by doing so. 

CBTs are useful because participants can 

experience real cybercrime scenarios through 

them. They're encouraged to take a stance, 

recognize the consequences of their actions and 

realize that they're capable of adopting the required 

 

 

 

behaviour. This is evidenced by the fact that they 

feel in control when faced with a threat.24 

Training that can be adapted to different 
participant profiles 

The learning process in CBTs can be customized in 

a number of ways. Participants can: 

 Control how long training sessions last.23 

 

 Work on different scenarios/topics depending 

on their level at the company and prior 

knowledge.15 

 

 Develop their own cyber attack / cyber security 

scenarios in line with their individual needs.51 

 

 Easily switch between several formats to 

access information (text, audio, video) 

depending on what they're most receptive 

with.52 53 

However, CBTs also have limits that need to be 

addressed before implementing this kind of 

training:   

 In the self-learning approach, participants can't 

talk to an instructor if they have questions or 

need more information.47 51 54 55 

 

 The informational richness of the medium and 

the complexity of the format can lead to 

cognitive overload.56 This can cancel out the 

desired effect, that is, the participants' long-

term retention of what they learn during the 

training.45 46 53 

 

 "Serious games" that are adapted for adult 

users / company employees and that are 

educational enough without being overly 

complicated are rare.57 

 

 This kind of training program requires regular 

updates because of how quickly technology is 

evolving—and therefore how quickly 

cybercrime threats are evolving.58 
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Improving how we assess 
awareness and training programs  

Despite all the information in this briefing note, 

there's not enough empirical data to determine 

how effective these training programs really are. 

There are several training methods available, but 

there is hardly any research into their effectiveness.  

There is also a lack of research on the impact of 

these programs on employees and the companies 

they work at. This makes it tough to evaluate their 

long-term impact on participants' awareness and 

behaviour and whether they've reached the initial 

goals of the training.8 65 66 

More research is needed to look into how effective 

these programs are and how they can be 

implemented in companies.27 67 68 69. 

The rare studies that do assess the impact of cyber 

security awareness programs only do so on the 

basis of participant feedback, that is, on the basis 

of short-term subjective evaluations. There's still a 

lot of room for improvement.27 
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Appendix

Performance 
criteria 

Collaboration group Computer-based training 

Included Key features  Included Key features 

Awareness 
 

Participation 
 

Identification 
 

Accountability 

 

Range of media/formats  
 

Behaviour assessment 
 

Self-efficacy  

Change in 
behaviour 

 

Active discussion  
 

Collective reflection  
 

Interaction with instructor 

 
Taken on the 

computer/Internet  
 

Simulation 

Compliance 
with company 

policies  

 

Sharing knowledge and 
experiences  

 
Engagement 

 
Social norms 

 

 

Situation-based simulation   
 

Feedback 
 

Self-efficacy  

Knowledge 
acquisition 

 
Information acquisition 

through discussions  

 Information acquisition 
through simulations 

User 
satisfaction  

 Socializing with colleagues 
and the instructor  

 Motivating and engaging 
gamification  

Benefits 
 

Social influence 
 

Organizational culture 
 

Sharing knowledge and 
experiences  

 

Profitability  
 

Control of pace  
 

Customizable 
 

Large-scale distribution 
 



 


